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Introduction 

 The right to repair at the most basic level is the ability of a consumer or user of a product 

to have access to a fair, free, and competitive market for maintenance as well as buying and 

selling of that product. This core part of the right to repair movement is what has been 

consistently restricted by businesses in the consumer technology space, the automotive industry, 

the software space, and the agricultural industry among others. The producers of these goods and 

services have been actively restricting the repairability, accessibility to resources, and 

competition in order to maximize profits at the expense of the individual consumer (Wiens). 

Monetary motivations and profit-driven decisions are not inherently negative; in fact, they are 

needed to run a successful business. However, there are a number of ethical and non-exploitative 

methods that companies could be employing to improve consumer trust, repair access, and 

sustainable technological development, all while still maximizing profits.  

 To understand the full scope of how the world’s largest companies such as Apple, John 

Deere, Tesla, and other industry leaders are limiting our freedom to choose and determine what 

must be done, an understanding of both technology and the legal framework of the US is needed. 

There is a multitude of legal questions and much litigation that is ongoing in the fight for a 

federal right to repair bill (Rossman). This thesis looks to tie together the technological 

understanding with the aid of a legal analysis as well as to explain the origins of the right to 

repair, its motivations, and its goals. Importantly, this paper includes an assessment of this social 

movement from the lens of legal academics which will be used to provide insight as to what can 

be done by individuals, institutions, and the state moving forward. In doing this, the significance 

of the right to repair can be understood as more than just idealistic thoughts, but something with 

legitimate and concrete goals through a responsive state and compliance enforcement.  
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 In considering this goal, picking the correct legal theory to represent the right to repair is 

very important. After considering several possibilities, Vulnerability Theory, which is authored 

by Martha Fineman at Emory University School of Law, does the job best as it frames the right 

to repair using vulnerability analysis, tools of resilience from harm, and state responsibility to 

act. Traditionally Vulnerability Theory has been used for matters in social justice, women’s 

rights, and other such matters. The present work is one of the first applications of applying VT to 

the digital domain. When this theory is applied to the right to repair, it considers that institutions, 

being businesses in this instance, are also subject to harm if state action goes too far. These 

multiple viewpoints make Vulnerability Theory particularly interesting because it offers different 

perspectives depending on the current state of affairs and prevents the application of the theory 

from being an all-out attack on businesses.  

 Through the explanation of the right to repair and the presentation of it through the lens 

of this theory, this paper will assert that the current landscape of institutional-individual-state 

interactions are detrimental to individuals and that a responsive state can solve this abuse. There 

is a great degree of conflict of interest between the ideal world of a consumer versus the ideal 

world of a profit driven business. It is currently the case that the status quo has shifted greatly in 

favor of profit-driven businesses that have used this to take advantage of disadvantaged 

consumers (Wiens). It is worth noting that the status quo can also shift too far in the direction of 

the individual and lead to abuse of businesses, but that is not the current situation. As such, this 

paper will mainly focus on the first issue and only briefly discuss potential harm to business as a 

result of over regulation. This thesis will break down what the right to repair is, what 

Vulnerability Theory is, how VT can be applied to the right to repair, showing how a responsive 
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state can fix the right to repair, and ultimately showing why we should continue to care about 

this topic. 

  

The Right to Repair 

 

What is the Right to Repair? 

 The right to repair is a social and political movement that is focused on increasing 

consumer choice, individual freedom, and encouraging ethical business practices as they relate to 

both the environment and the consumer. Currently, the most mainstream focus of this movement 

has been on the consumer electronics space, specifically smartphones and laptops. This area of 

technology has been at the forefront of the movement because it most directly impacts the most 

people and changes in this area would immediately and directly benefit millions of people. An 

example to illustrate the experience of an average person can best explain what a “anti-repair” 

space looks like today. 

 Despite how carefully we treat our smartphones and laptops, it is inevitable that through 

the rush of daily life or even just normal wear and tear, these devices will need something about 

them replaced. Perhaps the battery is failing, you drop your phone and the screen breaks, or you 

have a power surge and fry some internal component of your device. Seeing how dependent we 

are on email, texting, and even zoom today, repairing these things as fast and easily as possible is 

essential for basic day-to-day activities. If you find yourself rather tech savvy, you might 

consider buying a new battery or display yourself and saving yourself some time and money, but 

that isn’t as easy as it sounds. The iPhone only has 2 screws on the bottom of it and the rest is 

held together by glue, only to be disassembled with specialty tools. Samsung phones are also 
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tightly compacted and held together with glue in specific places. The MacBook even uses 

proprietary screws known as “pentalobe”, a five-sided star with rounded points, that exist 

nowhere else (See Figure 1). Airpods don’t even have any way to repair any part of the device, 

so if something breaks, one must buy a new pair.  

 
Figure 1. Four types of specialty security screws that are used by companies to prevent repair. 

The pentalobe is used by Apple and the Torx Security is used by Microsoft. (Alter) 

 

 This leaves you with the option to go into the manufacturer’s store where the 

manufacturer dictates the pricing, the timeline of the repair, and if they even want to allow the 

repair to move forward or if they would rather you buy a whole new device. Attempting to go a 

third-party repair shop will likely not give you any better solutions as many of these shops have 

to agree to universal pricing, otherwise they may lose their right to buy parts and be “authorized” 

repair shops. Ultimately, there is never really a choice as to what you can do. In making the 

repair inaccessible due to specialty tools, limiting parts availability, standardizing pricing, and 

producing some devices that are outright not repairable the consumer is the one who loses out 

when these devices succumb to average wear and tear.  
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 This is the current reality, and likely one that many of us have faced. However, the right 

to repair is attempting to set up a better reality for the people. If we contrast this example to 

taking your car to a mechanic, there are some stark differences. Notably, we can take the car to 

the dealership, we can take it to a local mechanic, our buddy can fix it up, or we can do it 

ourselves. Each of these levels have different prices, accessibility, and timelines; but we are free 

to choose whichever we want to. Every option is going to use the same parts and they all have 

access to the same schematics and repair manuals. So, what is different between the automotive 

space and the consumer technology space?  

 The answer is legislation. In 2011, a bill known as the “Motor Vehicle Owners Right to 

Repair Act of 2011” was introduced into the House. This bill requires that the manufacturer of a 

vehicle that was introduced into the US commerce, “(1) provide to the vehicle owner and service 

providers all information necessary to diagnose, service, maintain, or repair the vehicle; (2) offer 

for sale to the vehicle owner and service providers any related tool or equipment; and (3) provide 

the information that enables aftermarket tool companies to manufacture tools with the same 

functional characteristics” (H.R. 1449). Through these 3 rules that are currently law, the right to 

repair exists for all vehicles that exist in the US Commerce, and the people who benefit from this 

are consumers. Motor vehicles are an essential part of our daily lives and as such, they were the 

perfect tool to draw as much money out of consumers as possible. This is why the automotive 

industry is different from the technology industry. There is currently no legislation that is this 

comprehensive in the technology space, despite it also being an essential part of our daily lives.   

 Ultimately, this is the goal of the movement. The right to repair does not mean that 

everyone must repair their own devices or that the ability to go straight to the manufacturer for 

repairs is no longer an option. It is quite literally just enforcing the freedom of choice, granting 
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people the right to choose what they want to do. If the cheapest option is the worst, consumers 

should be able to pick it and take the risk. Allow the market to dictate which providers are 

reputable and responsible enough to continue operating in this space and which businesses 

should fail because they don’t know what they are doing.  

 

Moving Beyond the Smartphone 

 Much of our mainstream focus lies in the consumer electronics space for the reasons 

listed above. These issues of repairability are primarily associated with the direct reach that 

businesses have with their customers as well as how easily consumers understand the struggles 

of expensive smartphone and laptop repairs. However, I would like to go beyond this space and 

show the battles that farmers and Tesla owners are fighting as they face similar struggles in the 

software space. For years farmers have been struggling with John Deere’s proprietary software 

that they are not allowed to have access to. When a tractor breaks down, they are forced to front 

the cost of towing a 7-ton tractor to and from the nearest dealership all so the dealer can plug in a 

computer and reset a component digitally (Koebler). The lobbying group that supports John 

Deere in Congress seems to indicate this is not a problem as they state that, “Equipment 

manufacturers support farmers right to repair their equipment. Comprehensive repair and 

diagnostic information is now available for the vast majority of the tractor and combine market 

through authorized dealers” (Koebler). This claim was requested to be backed up by Vice News, 

but no response was received. 

 Believe it or not, Tesla owners also face a similar struggle with software. A major way 

that Tesla vehicles operate within the network of superchargers, a fast charging station associated 

with Tesla, and stay up to date with self-driving features is by staying connected to the Tesla 
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service and to receive automatic updates. Any tampering with the car in a way that Tesla does 

not approve of can result in automatic removal of self-driving features or worse, removal from 

the national network of superchargers. Removal from this network makes long distance travel 

impractical as charging a Tesla takes many hours longer if a standard wall outlet is used. This 

occurred to one such individual on YouTube by the name of “Rich Rebuilds” who made a name 

for himself by repairing crashed Teslas and giving them a second life. He initially bought parts 

from Tesla directly, but later they refused to sell parts to him anymore, leading him to salvage 

parts from other crashed cars, only to have certain privileges revoked after the fact.  

 Both communities are being indirectly targeted by a lack of comprehensive right to repair 

legislation. The Motor Vehicle Owners Right to Repair Act covers vehicles in the US 

Commerce, but it does not explicitly include software and makes an exclusion for “trade 

secrets”, which these companies are hiding behind (H.R. 1449). There is no turning back from 

the widespread level of incorporation of technology and software into our daily lives.  

 

Vulnerability Theory 

 

Development of Vulnerability Theory 

 Vulnerability Theory is a legal theory that was developed by Professor Martha Fineman 

at Emory University School of Law. The theory asserts that we should view societal structure 

and interactions between individuals, groups, and the government from the perspective of the 

vulnerable subject and the responsive state. These vulnerable subjects are both individuals and 

institutions, and both have levels of resilience to trauma that can be inflicted upon them. This 
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theory asserts that the current system of laws in the United States focuses on autonomy and 

independent choices above all else, but that this focus pushes all the pressure of failing onto 

individual choices and does not consider the circumstances surrounding their choices. In this 

current societal structure, the state, being the government, facilitates private competitiveness in 

an asserted meritocracy that rewards individual initiative and talent (Fineman 16). Instead of our 

network of schools, banks, public support systems, and businesses holding up individuals and 

ensuring equality of opportunity, this societal structure does too little.  

 Using Vulnerability Theory as an alternative to the current system is necessary because 

of the cracks that this network of institutions has. Under the current role of the state, any failure 

is solely the result of individual failures and not a failure to be supported or a failure to have 

opportunities presented to oneself (Fineman 17). A focus on autonomy in society is not 

inherently bad, but it does result to solve inequity by only addressing present issues and looking 

at the current state of affairs, not the system that created that state of affairs (Fineman 17). 

Vulnerability Theory proposes that the state take a more active role in ensuring that the 

institutions that the state authorizes, and that society creates ensure equal opportunity and access 

to resources that develop resilience in individuals.  

 

Social Structure of Society*  

*We note that, while vulnerability is a universal condition, our primary focus here and the 

examples provided are based on the United States 

 The social setup in which the state takes an inactive role to prioritize individual and 

institutional autonomy is not alone problematic. According to Vulnerability Theory, the source 

of the problem is that failures to support equality and societal health are found in the foundation 
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of our social structures. We base our expectations of interactions between people and between 

businesses on the idea of a social contract. This idea is one that stemmed from Enlightenment 

philosophers such as John Locke, who proclaimed that people are competent and can form 

agreements between each other based on negotiation, bargaining, and consent. A key element to 

the social contract is the idea of assumed competence. Although this may have been true at the 

conception of this concept, when not all groups enjoyed full citizenship, our current, more 

democratic, society has a multitude of power dynamics, varying education levels, and limited 

opportunity that we as autonomous beings face and that affect our competency level (Fineman 

22). Despite this, these differences are ignored, and we consider the autonomous individual to be 

competent to form social contracts, thus permitting the state to be inactive.  

 Because of this assumed competence, the obligation to equalize these disparities is not 

placed upon the state and instead is accepted by the family structure in society. The material 

needs of a person, health risks that may develop as a result of bodily fragility, and overall 

dependency for growth such as food and shelter are left for the family to absorb entirely 

(Fineman 22). Over time, the state has continued to shift more and more responsibility onto the 

family structure to take control and independently create equity of opportunity themselves.  

There are exceptions when we are born and through early development prior to age 18, 

the state provides support for our inability to support ourselves. The same occurs when we get 

older as we need Social Security or end-of-life care. In addition to age dependent support 

systems, the state provides several government assistance programs such as Medicaid and 

Welfare that support individuals depending on their financial situation. The state takes on a role 

to aid here because, as we did not choose to place ourselves in these positions, the dependencies 

that arise are inevitable.  
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 However, the people who care for these children, who care for the elderly, or who treat 

the sick, choose to play this role. Societal expectations dictate who takes on roles of motherhood, 

nursing care, or terminal life care. The state has much less sympathy and support for individuals 

who allegedly choose to put themselves in these positions and are forced to carry the burden that 

their roles create. These people are in a form of derivative dependency. It is often their families 

that again have to absorb to extra monetary, time, and educational cost that derivative 

dependency and societal expectations force upon them. 

 

Response of the State to Inevitable and Derivative Dependency  

 Due to the nature of derivative dependency appearing to be the choice of the individual 

engaging in aid, the state tends to take an inactive role in addressing concerns here. Putting 

oneself in this position is claimed to be the source of autonomous choices and independent 

actions, not societal expectations, and unfair power dynamics. According to the view of a 

government that prioritizes the social contract and autonomy, we should not complain that we 

created the circumstances that put us in a position of derivative dependency and then expect the 

state to subsidize our bad decisions (Fineman 25). In addition to this, the expectation of privacy 

that is present in society further absolves state and institutions from having to act. While there is 

a right to privacy, and there should continue to be, this right can be misconstrued to imply that 

anything relating to family life is private and since these dependencies relate to the family, the 

state has no right to intervene; the concerns are considered to be handled and dealt with 

(Fineman 25). 

 

What is Vulnerability 
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 In understanding the current role of the state, dependency, and social contracts that we 

base our social structures on, Vulnerability Theory proposes the concepts of vulnerability and 

resilience as alternative ways of thought. These two tools work better to address issues of 

dependency in society by creating a unifying experience and understanding among all humans. 

Using these concepts, Vulnerability Theory creates a relationship of responsibility between 

people, institutions, and the state (Fineman 10). People are vulnerable to all kinds of predictable 

and unpredictable harms that are completely beyond their control. Some of these harms include 

natural disasters and aging, and individuals should not be held to any degree of responsibility for 

harms that lie outside their realm of control (Fineman 30). However, these predictable or 

inevitable harms often lead to secondary harms in our lives. Natural disaster may predicate job 

loss, economic hardship, or food instability; and aging leads to medical bills and nursing care. 

These are secondary vulnerabilities that are unpredictable, but we are nonetheless all equally 

susceptible to them.   

 Vulnerability Theory asserts that these harms, whether direct or a consequence of other 

harms, do not go away upon one’s individual death. These harms can be and are compounded 

within one’s family and within societal groups throughout generations because of lack of support 

from the institutions that hold up society. The most obvious form of this compounding harm is 

debt or familial obligations that are passed down. There are many who live with this 

compounded harm through no fault of their own. These individuals then cluster together to form 

groups of similar experiences – groups that are often racial, gender, or religious (Fineman 31). 

Vulnerability Theory states that we remain in this condition of being harmed and being 

susceptible to harm throughout our lives and within our groups. The only thing that differentiates 

us from one another is our resilience: our unique position within society based on the access to a 
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network of societal institutions that the state established or allow to operate (Fineman 32). If we 

desire a reduction of harm, we must demand that these institutions, and the state, aid and 

promote resilience (See Figure 2).  

 
Figure 2. A diagram showing how resources permit happiness/opportunity/success if they are 

accessible.   

 

What is Resilience  

 This leads into the explanation of the concept of resilience. Resilience can be explained 

as the main tool we have to defend against and manage our vulnerabilities. We are all equally 

vulnerable, but resilience affects how much we are harmed when inevitable damage comes upon 

us. We gain resilience by accessing the numerous institutions that are tolerated, encouraged, 

moderated, created, and at times controlled by the state. All these institutions are in partial if not 

complete control of how resources are handed out to the individual (See Figure 3). These 

resources may be Physical, Human, Social, Ecological, or Existential. Specific examples of these 

are education, food, housing, political beliefs, religion, and natural disasters. Social institutions 

such as churches, schools, state governments, and restaurants are the groups that provide these 



Michael Young Trinity University  13 

resources. Given different accessibility to these, the individual will have different levels of 

resilience to being harmed. However, some individuals have unequal access to resources because 

of their position in society and because of institutional failures (Fineman 34).  

 
Figure 3. A diagram showing the role of the state in authorizing resource control.  

 

 Legally, the state has legitimized social institutions and conferred upon them the 

authority to dispense resources to the public. So, it is also the state that should ensure that these 

institutions remain equal and fair to all individuals. However, people are harmed or flourish as a 

result of the methods these institutions use to dispense society’s resources, and this is allowed by 

the state to occur (Fineman 38). This goes back to the belief in the United States that it is up to 

the individual to autonomously make the correct choices to overcome inequality, not the duty of 

the state to ensure that the institutions it endorsed and created ensure equality of opportunity. The 

burden is thrust upon the individual to fix the problems of a system.  

 

A Solution Through Vulnerability Theory 
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 Vulnerability Theory wishes to acknowledge that the state has legitimized our social 

institutions, that people are vulnerable to physical, social, and economic harm, that access to 

resources can provide resistance to these harms, and that things can be improved with the help of 

an active state. By looking at unequal access to opportunity through Vulnerability Theory and 

accepting that institutions have some role in the lack of equity in our society, we can look to the 

need to monitor, reform, and evaluate our social institutions (Fineman 39). Instead of connecting 

every harm that individuals incur as the result of individual action, VT insists that we consider 

the harm to be caused by institutional action. We can observe how inequality has compounded 

over generations and how a lack of moderation of our institutions has led to the issues that we 

face today (Fineman 39).  

 If the belief is that the state should be inactive and autonomy be paramount, then why is 

the state so active in establishing social institutions and so active in many parts of government. 

The state has a well-defined responsibility to implement a support system that ensures equality 

and equal access to opportunity for individuals who can then make their autonomous and free 

choices. If we allow the analysis and attendant changing of actions in accordance with VT to 

influence the operation, organization, and outcomes of social resources dispersed by institutions, 

then we may develop an active but non-authoritarian state which has robust societal involvement, 

political strength, and above all else, equal opportunity (Fineman 41). 

 

Application of Vulnerability Theory to the Digital Era of 

The Right to Repair  
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Individuals and Institutions in the Right to Repair 

 The individual in this case is the consumer (children, adults, and anyone who uses or 

buys technology for any purpose). These may be children using YouTube or TikTok, teens who 

buy iPhones, adults who drive a Tesla, or farmers operating tractors. These groups of individuals 

use some form of physical technology or software as a daily part of their lives to work, socialize, 

and go through their day. They are the ones who benefit from good technology and education, 

but also the same ones who are affected by the environmental waste, digital locking of software, 

restriction of repair guides, and limiting of resources. Businesses in this movement are primarily 

the big tech companies such as Apple, automotive manufactures such as Tesla, and farm 

equipment companies such as John Deere. These companies serve as industry leaders in 

software, software integration, technology development, and best business practices for profits. 

So, what these institutions choose to do and how they elect to divide physical, human, social, and 

ecological resources trickles down to every other member in their industries.  

 

Types of Resources Institutions Control 

 As mentioned in the presentation of Vulnerability Theory, there are several types of 

resources that these corporations control. Most notable are physical resources such as telephones, 

computers, motherboards, CPUs, GPUs, tools, and equipment. In addition to this, they are also in 

control of a great number of human resources which would be considered their intellectual 

property. Their human resources are proprietary methods, training materials, experience, human 

capital, and education. These corporations control who gets these resources, how much they can 

get, what they can do with them, and how much they cost to receive. The flow of resources to the 

individual is regulated by the entity that benefits most from the control of said resources. 
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Companies such as Tesla control their self-driving software which can be disabled or enabled 

remotely. They also control access to their network of superchargers, which also can be remotely 

revoked. Apple could disable software remotely, has throttled phone speeds remotely, and has 

notoriously limited parts availability. John Deer has also restricted access to software for farmers 

to run diagnostics and requires shipping their several-ton tractors to a dealership. 

 

Methods of Resource Control 

1. Refusal to Sell Tools, Parts, Diagnostic Tools, Manuals, and Software 

 A common practice to maintain control of these resources is to simply make them 

unavailable. Necessary parts, service manuals, and proprietary tooling can all be gatekept 

by the manufacturer of a certain product. Apple is notorious for engaging in these 

practices and for a long time made parts and repairs only accessible through an Apple 

Store or an authorized Apple service provider. Only these two avenues provide access to 

official parts, but since they are both moderated by Apple, the prices are standardized and 

non-competitive. Even if a third-party store wanted to sell a part directly from their 

inventory, they would not be allowed without risking losing their certification and access 

to parts.  

 However, there are other examples to show how businesses retain control of this 

element of repairability. Nikon stopped selling parts to unauthorized repair shops by 

claiming that special tools were now needed to repair their cameras (Hanley 10). The 

specialty tools were created by Nikon and their implementation in the repair process was 

also the creation of Nikon, so the issue seems to be perpetuated by Nikon themselves 

(Hanley 10). Nintendo also engaged in a similar practice by not selling replacement 
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joysticks for their controllers to anyone, not even to service providers,, meaning that no 

one could repair their controllers (Hanley 10). Even though a repair would likely be 

cheaper, this forces the consumer to simply buy a new controller if any wear or damage 

occurs.  

2. Aftermarket Software Control 

 Other methods of resource control by institutions can be software based. Apple is 

brought up again here as they were caught artificially slowing down older iPhones 

through software, simply because of their age (Allyn). Many owners of these old devices 

felt that the slowdown was so severe, they had to “upgrade” their phones. This artificial 

slowdown was said to be the result of older batteries that held a poor charge, an issue 

which may have been alleviated by easy and accessible battery replacement and repair. 

This upgrade further supported Apple as upgrading meant buying a newer, faster, and 

more expensive iPhone from Apple. This retained users within the ecosystem and further 

controlled how they may use and treat their phones (Allyn).  

 Tesla has also engaged in this kind of resource control and determined without the 

authority of the consumers, how they will use their products. One such instance was 

detailed by YouTube creator Rich Rebuilds in his video “How Tesla rewarded me for 

telling the truth.” In this video, he describes how Tesla would disable access to the 

supercharging network on vehicles that had a salvage title, meaning the car had been 

considered totaled by insurance and would be sent to a junkyard. After revoking access to 

the supercharging network, Tesla indicated that these permissions could be reactivated by 

paying anywhere from a few hundred to a few thousand dollars. Tesla then later decided 

that this was no longer the policy and re-disabled, without notice, supercharger access for 
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many people. This video also details an instance in which after repairing a salvage Tesla, 

Rich Rebuilds had the vehicle’s autopilot feature remotely disabled. These features, 

which are advertised to come with the car-and to many are selling features of the car!- 

were deactivated. In addition to this degree of after-market software moderation, Tesla 

also refused to sell this user parts as small as plastic lug nut covers and as large as front 

bumpers, forcing repairs to be done by exchanging parts between other “totaled” cars.  

3. Predatory Copyright and End-User License Agreements 

  Moving beyond the consumer level, John Deer is notorious for its anti-repair 

practices. They impose software based locks on their systems that force farmers to 

transport several-ton tractors to “authorized” John Deer dealers so they can diagnose the 

problem. The cost of transporting these tractors can be insanely expensive and as a result, 

farmers have resorted to using spoofed software to repair their tractors themselves 

(Koebler). In defense of the policy to lock out farmers, John Deere claimed copyright 

protection. As a result of the Digital Millennium Copyright Act, consumers are not 

allowed to develop any method that may circumvent any technological measures of a 

product without approval from the copyright owner (Hanley 12).  

 The application of this law to the John Deere software, that is on every tractor and 

combine they sell, was used to claim outrageously that “farmers never actually own John 

Deere tractors, because farmers cannot own the software that makes their equipment run” 

(Hanley 13). Many manufacturers have also avoided publishing their repair manuals 

through similar means by asserting that the use of imagery, flow charts, and text can 

satisfy a creativity requirement for copyright law so that these documents are not, 
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“procedural elements and factual listings” which are not protected under copyright 

(Hanley 13).  

 The use of contracts and the law to control resources to repairability also affects 

everyone through End-User License Agreements (EULA). Although we may not 

recognize them initially, these documents are ubiquitous. When you download an app, 

buy a new phone, sign up for a new social media account, or even buy software, you are 

greeted with a EULA which you must “sign” to use what you have just purchased. These 

contracts that we sign have been upheld in courts as enforceable and often include, “post-

sale usage, repair, and modification restrictions on consumers” (Hanley 14). Many of 

these contracts go so far as to state that the company can revoke your right to use the 

product all together. As part of Apple’s EULA, they can, “change, suspend, remove, 

disable, or impose access restrictions or limits on any External Services at any time 

without notice” which was noted earlier with the artificial slowing of phones (Hanley 14). 

These EULA’s are thousands of words long and we usually skip past them because the 

only alternative is not to use the product, which for all intents and purposes is not really a 

choice. Some examples include the Hulu EULA that indicates terms can change at any 

point and limits an individual’s right to engage in arbitration (See Appendix D). These 

terms indicate that simply continuing to use the service after the terms have been altered 

constitutes agreement.  

 

Secondary Environmental Harms  

 The decisions to make repairability and recycling harder through the above methods not 

only limits the freedoms of consumers, but it also generates harm in the form of environmental 
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damage. One of the biggest direct impacts of a lack of repair consideration in design and 

intentionally treating products as replaceable is increased waste and disposal of potentially 

fixable goods. Disposability of technology is great for companies as it can boost sales by the 

millions, but decaying devices in landfills may leak out toxins into our water, soil, and air 

(Shukla). An article authored by Nikita Shukla focuses on the environmental affects and 

highlights that the high demand and usefulness of lithium-ion batteries in our technology today 

has led to increased mining, in the salt flats of Argentina and Chile, that uses a large excess of 

energy and water (Shukla). 

 This kind of disposable economy is far more than just a moral wrong, there are serious 

health risks that humans and animals face if we continue down the path of disposability. Part of 

the report by Daniel Hanley focuses on the health impacts of decaying e-waste and they found 

that in 2018, the world produced approximately 15 lbs./person in e-waste (17). As this waste 

continues to enter the soil our food grows in, the water we drink, and the air we breathe, humans 

can develop low birth weight issues, thyroid problems, and irreversible neurological damage 

(Hanley 17) (See Figure 4). Complete disposal of technology should not be the first choice that 

these industries take. If they want to focus on lessening the harm that consumers are subject to 

and protecting them, they should focus on reducing waste and/or reusing products.  
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Figure 4. Infographic showing some of the health issues incurred when electronic waste decays. 

(Graham) 

 

 A video created by the LinusTechTips YouTube channel highlights this by addressing the 

many issues with Apple. Linus Sebastian notes that studies have found that Apple has previously 

shredded their old devices instead of repairing them and that although they preach an 

environmental focus and sustainable recycling, they would rather shred devices than allow them 

to re-enter the market (Sebastian). This mindset is validated when you look at a pair of Airpods, 

which have no screws, no replaceable parts, and no repairability. When the battery inside this 

device inevitably dies, which occurs about 18 months after purchase, Apple simply sells you a 

new charging case or airpod instead of making any attempt to repair it because it was designed to 

be disposable (Hanley 11). The words “Reduce-Reuse-Recycle” are in the order they are for a 

reason; this is the order we should take. Recycling and shredding may be sustainable, but you 

don’t need to recycle anything if you reuse it from the start.  

 

The Impact of a Responsive State 

1. Improvement in the Industry 
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 As of November 17, 2021, the overall situation appears to be improving through 

some degree of internal regulation by the industry. Apple announced that it would now 

have a global repair program in place for individuals (Apple). This repair program 

provides parts, tools, and manuals for individuals to repair their own devices (Gault). 

Specifically, this program is focused on common items of repair such as screens, 

cameras, and batteries for their most recent line-up of phones, the iPhone 12/13, and will 

include the M1 Macbook in the future. This is a huge step forward for the right to repair 

movement and should not be understated. Apple is an industry leader and what they 

choose to do is often copied time and time again by competitors. But this self-regulation 

by institutions does not fully replace the need for the active state to take legislative 

action. 

 Programs such as these are undoubtedly steps in the right direction, but even in 

this repair program there remain serious concerns. How will parts be priced, will the 

prices be locked to a standard that Apple sets, will parts be available in enough volume to 

have this program be meaningful, and will they even follow through to the end (Gault). 

This last point is the greatest fear. Since many of these emerging programs are coming in 

response to fear of governmental regulation, making a public press release could alleviate 

pressure for long enough to have lawmakers forget about the problem. This can then be 

followed by a retraction by the company and halting of any progress. Such an event 

happened with John Deere who previously used this tactic to dissuade legislators 

(Koebler). In 2018, John Deere promised to make diagnostic tools available to farmers 

along with many other institutions in the industry (See Appendix B). However, a 2021 

investigation following up on that agreement found that John Deere had failed to follow 
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through on their promises and was keeping key repair tools away from farmers 

(O’Reilly).  

 Actions like these from John Deere generate distrust in the industry and are why a 

responsive state is necessary. These are simply more ways that corporations in our 

environment pool together their power and manipulate the public narrative. These actions 

take advantage of the individual’s trust and digital literacy. So, while a program like 

Apple’s is great, legislation is needed to ensure that it follows through. This is why 

having state action is so necessary. State action ensures that businesses can be held 

accountable and cannot back out of their promises. State action takes some of those 

methods of resource control out of the hands of businesses and puts them back into the 

hands of consumers and individuals.  

The current “free market” grants all the power to businesses and corporations to 

decide when and how resources are distributed to individuals. Once enough consumers 

show enough dissatisfaction with a business and profits are harmed, a business can then 

elect to enact a policy that favors individuals. However, the decision to give up power 

and control to individuals is a strategic one, not a benevolent choice. Since control of 

repair is part of what allows businesses to be so profitable, they have little to no incentive 

to give up control. Instead, when individuals begin to be dissatisfied with the actions of a 

business, the business elects to give the minimum required effort to maintain a positive 

public perception and brand loyalty. 

This dynamic is why the active state is so important. It is not logical to allow the 

party that benefits from the individual’s inability to have resources decide which 

resources the individual has. The active state should take on this role and mediate 
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resource division in a manner that is fair and equitable to both parties. This kind of state 

action creates a freer market than we currently have. The state is able to mandate what 

resources individuals should have access to, and it is up to the individual to decide which 

business they get those resources from.   

2. Future Legislation by a Responsive State 

This leads to the main question that arises after applying Vulnerability Theory to 

the right to repair: What does a responsive state look like in the fight for national right to 

repair legislation? Some of this has been hinted at throughout this paper such as with the 

Massachusetts “Motor Vehicle Owner’s Right to Repair Act of 2011” that secured the 

right to repair in the consumer automotive industry. But there are many other options that 

have been enacted overseas that American legislators can draw from. The EU has enacted 

legislation that relates to design and copyright of specific parts and tools for consumer 

goods. This design directive that was issued by the EU states that, parts that are used for 

repair services or restoration of a good to its original appearance are not protected under 

design and trademark laws (Svensson 9). The caveat with this law is that it alone is not 

absolute and member states have two options. The first option is that member states 

simply keep in force their current laws that relate to the issue. The alternative is that if 

they decide to make any changes to their policies, these policy changes must be pursuant 

to liberalizing the market of spare parts, not limiting it (Svensson 9). This kind of state 

response respects the individual member state’s government, but also ensure that repair 

policy does not regress. This sort of policy in the United States would set all current 

policy, laws, claims, and support by businesses as the ground floor and build up from 

there.  
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An alternative to the national response of the state is the local state response. It 

could very well be the case that if one state in the United States were to implement right 

to repair legislation in full force, then either subsequent states would follow and mandate 

original equipment manufacturers to provide the same services they offer internally to 

third-party individuals. Such action by a locally responsive state could then push a 

national response (Svensson 12). This is how the right to repair became national for the 

automotive industry as, following the Massachusetts bill, the industry leaders simply 

adopted the same guidelines nationally. Similarly, it could cost a business in the 

technology industry more to modify its operations to comply with fifty separate state 

laws than it would cost to adopt a uniform repair policy across the nation.  

Continuing to draw from the success of the Motor Vehicle Repair Bill, that exists 

because automobiles are necessary for day-to-day life requiring that repairs should be 

accessible and capitalistically competitive, then why can the same not be said for 

consumer technology? If we have this protection in one consumer industry, what 

separates that from another consumer industry? A major argument that is used to assert a 

difference is complex of copyright infringement, patent laws, and intellectual property 

theft. These concerns are not unfounded, but the right to repair movement does not want 

these laws eliminated. The United States government can serve its role as a responsive 

state and alleviate these concerns for businesses by changing the interpretation of these 

laws. The United States is a common law country, meaning that the laws that we 

implement and enforce in our nation are based on precedent. There have been many 

instances throughout history in which precedent has changed and when cases are decided 

based almost entirely on precedent. If a court in the Untied States hears a case that 
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pertains to repairability and intellectual property and rules in favor of parts availability, 

then any subsequent legal case could reference that case as precedent and establish the 

right to repair as not violating intellectual property rights, at least in a specific set of 

circumstances. There already exists certain copyright exceptions such as through fair use 

in the DMCA. Under this act, it is permissible for the Library of Congress to create 

additional exceptions to copyrighted works if these works are being used in the context of 

repairs (Hanley 23).  

One interesting loophole that companies take advantage of under copyright law is 

the trademarking of their parts and tools. This sometimes involves literally stamping their 

logo onto a screw, panel, or repair device. Under federal law, this constitutes these items 

as merchandise and any copies that are made “illegally” can be seized upon import to the 

US. So, this effectively eliminates the ability to import duplicate parts from overseas 

(Hanley 24). American courts could change the interpretation of this clause and enforce it 

less strictly, e.g. by concluding that these logos are not visible during use of the product, 

or they are too small for the average consumer to associate with the brand. By taking 

state action in this way, they can “legislate without legislating” and still protect 

businesses while supporting parts availability.  

One other large area that hinders the right to repair behind the scenes is the 

extensive use of EULA’s by companies. These End User License Agreements serve as 

contracts between the seller and the user that enforce certain restrictions and limitations 

upon the user after the purchase of a product to limit a seller’s legal liability (Lumbard 2). 

In the case of the right to repair, these contracts are often used to place limitations upon 

the user, but they can also be used to reduce culpability if a lawsuit ensues between 
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individuals and the service provider. These tools were discussed previously as a form of 

resource control by institutions, and they are extremely predatory because within these 

EULA’s, sellers have the right to encrypt their intellectual property and by using DMCA, 

they can enforce any attempt to decode this property as a copyright violation. This makes 

repairing a product a criminal offense for everyone involved (Lumbard 2). However, as is 

widely known, users usually skip to the bottom of these agreements and simply click 

accept. In fact, these contracts are so infrequently read that they are often called “shrink-

wrap contracts”. 

The state could aid the consumer by enacting some form of legislation that 

requires a summation of the user’s rights and the EULA agreement terms to be provided 

to the consumer. Alternatively, the courts are another tool of state action as a result of the 

rule of law in the United States. In Feldman v. Google, it was determined that these 

agreements are legally enforceable as long as the user has time to read through and 

understand the agreement before pressing continue and accepting. There have also been 

instances in which the EULA has been found unenforceable such as in Step-Saver Date 

Systems, Inc. v. Wyse Technology since the shrink-wrap license was negotiated over the 

phone before physical receipt of software. This provides two conflicting rulings that if the 

state at the highest court, the Supreme Court of the United States, made a definitive 

ruling could establish precedent in either the enforceability of EULA or establish specific 

terms for EULA enforcement. These are all just some ways that a more responsive state 

could step-up and more concretely define what the right to repair is and how much of this 

right is granted to consumers. The corporate institutions of our society are in control of 

far too many resources, and they have shown that it is in their best interest to maintain 
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tight control at the expense of each individual. If we want resolution, then a responsive 

state must act. 

 

Closing Thoughts 

 

Vulnerability of Businesses  

One topic that was not directly covered in this analysis of the right to repair was 

consideration for vulnerability of businesses instead of the vulnerability of individuals. This is 

because the current state of things places more power on the side of businesses and corporate 

institutions. The businesses are the ones that are taking advantage of vulnerable individuals by 

controlling resources, creating predatory EULA’s, lobbying against legislation, and targeting 

individual right to repair cases. However, if right to repair legislation attacks DMCA, intellectual 

property rights, and copyright law too much, then businesses themselves can be taken advantage 

of as well.  

1. Reputational Harm 

One potential vulnerability is the potential for intellectual property theft. If all 

schematics, parts, tools, and details of an iPhone were made available to everyone, there 

would be nothing stopping a foreign company from duplicating it exactly and then 

distributing the exact same product for cheaper. Not only would this dimmish genuine 

Apple iPhone sales, but it also leaves Apple vulnerable to brand damage. If people 

believe that these are genuine and problems arise, then the Apple brand could be 

tarnished and further hurt sales.  
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This reputational harm is very serious, and it is easy to imagine scenarios under 

an overly permissive right to repair regime where third-party repairs might be very 

shoddy and cause harm, in such a scenario, the small third-party would not attract the 

attention that the huge corporation would. That corporation would then suffer the 

reputational harm of making low quality and cheap equipment. Further potential harm 

could be far worse than reputational if these repairs involve the healthcare industry. 

During the COVID-19 pandemic, ventilators were in high demand and repairs for these 

life-saving devices were not always available. A wide-open repair market may have led 

to these devices being repaired quickly, and for the most part safely. However, in the case 

that a repair was done poorly, someone could lose their life. Certain guarantees are 

needed when considering human life and certain quality standards must be met. If these 

standards are not met, a wide-open right to repair environment could have lethal 

consequences! 

It's a balancing act – an optimization. At present, law is weighted in favor of 

corporations. But too robust a right to repair could have devastating consequences that 

were never intended.  

2. Reduced Innovation 

 Intellectual property theft is a serious concern when it comes to brand reputation 

but peeling back the protections that businesses have from this theft may also contribute 

to reduce innovation in technology. This kind of harm to a business may be harmful to 

individuals as well. If copyright and intellectual property rights are limited to the point 

that theft is simple and easy, then a company has no incentive to innovate and make new 

products. It would be much easier to steal someone else’s idea and replicate it. This 
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already happens on a smaller scale with devices such as air pods, but it could occur with 

100% replicability. A refusal to spend millions on research and development is 

foreseeable in this situation and in this case, that would harm individuals and society over 

time. This is why considering business concerns, financial concerns, and business 

vulnerability are important. The potential for harm to be incurred by corporations is there 

and VT considers that we must also acknowledge and be aware of these harms if the 

status quo were to shift.  

 

Why We Should Continue to Care 

 The progress that the right to repair  movement has made is undeniable. There has been 

extensive lobbying in favor of repairability, more areas of technology are protected, and 

businesses themselves are making the necessary changes. However, it is important that we 

continue to care for this issue and stay informed on the status of the world around us. I 

mentioned earlier the many issues with repairability that farmers face. The constant problems 

with software as a service, parts availability, and outright lies from John Deere and other 

manufacturers. A proposed state response was the Montana Bill to Protect Repair bill that would 

protect the right to repair (See Appendix A). Despite how amazing it is that this bill was drafted 

and brought forward, it died in the Montana state government and never made it out into reality 

(See Appendix C).  

 The other instance of John Deere saying they would make diagnostic tools available in a 

press release and then silently backing out before being called out several years later shows 

another problem. Apple has made leaps and bounds in their repair program through their 

introduction of a repair service. Just a few weeks ago in April 2022, I myself had to repair my 
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2016 Macbook Pro due to a faulty key and it was replaced for free and in about 30 minutes by 

Apple. Nothing is truly stopping Apple from suddenly and silently stopping this program and 

deciding it is not in their financial interest to support the program just as John Deere did 

themselves. We have to continue to care because it is a responsive state that takes legislative 

action that can enforce permanent and enforceable change in the industry. The role that we as 

individuals can play is by supporting the state in these bills, supporting investigations, supporting 

open-source projects, and doing the best we can to be resilient as a population against companies 

that would look to exploit individuals that stand alone.  

In the future, there are many other industries that may emerge and will necessitate an 

active state. The growing implementation of software-as-a-service grants far more control to the 

corporation. Corporations decide if you can use their product that you purchased. If things move 

the way that companies such as Facebook want, perhaps we will all exist in the “Metaverse.” 

Who is to say that Facebook cannot lock you out of this service or limit and control your actions 

in the virtual world? During the COVID-19 pandemic, access to ventilators could have been 

remotely disabled if they were tampered with. If everything becomes software-as-a-service and 

is based on subscription fees, it leads to serious concerns. What if your pacemaker software 

license expires, or your home security subscription ends and all your doors unlock? These 

examples sound rather extreme, but so was the idea of autopilot and video doorbells. The Right 

to Repair movement and the legislation it hopes to achieve is about more than just physical 

repair, it is about fully owning what we spend our money on and engaging in ethical business 

practices. Promoting and engaging with an active state moving forward can not only solve the 

issues of repair we face today, but it can also help prevent harm in the future.  
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Appendix A) Montana Bill Proposing the Right to Repair 
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Appendix B) Statement of Repair Principles 
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Appendix C) Montana Website Indicated Death of Bill 
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Appendix D) Hulu’s Terms of Service that are subject to change and arbitration rights
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